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Background 
 

The City of Rye, located in Westchester, New York on the Long Island Sound, is 
a community of approximately 16,000 residents, organized under by a Council-Manager 
form of government.  The City Council is the legislative body responsible for overall 
operations of the City. The City Manager serves as the chief administrative officer. The 
City provides the following services to its residents: general and administrative, public 
safety, community, environment, and culture and recreation. 

 
Information regarding City operations can be found on the City website: 

https://www.ryeny.gov/ 
 
Additionally, the City issues annual reports regarding City operations – including 

information on its IT infrastructure and environment. Those reports are available here:  
https://www.ryeny.gov/services/documents-online/-folder-27  
 
Purpose/Objective:  

 
The City of Rye (hereinafter, “City”) has issued this Request for Qualifications 

(hereinafter, “RFQ”) with the sole purpose and intent of obtaining Qualifications from 
interested and qualified firms offering to provide MANAGED IT SERVICES.  

 
The City is looking for IT services to help manage several City owned sites 

including, but not limited to, City Hall, Rye Police Department, Rye Fire Department, 
and Department of Public Works. Under the supervision of the City Manager, Assistant 
City Manager, and IT Services Coordinator, the selected Managed Service Provider 
(MSP) will provide IT services to the City.  

 
The City is seeking an MSP that will streamline the City’s existing IT service 

structure. Currently, the City utilizes several different providers that have a mix of 
independent and overlapping responsibilities. The City’s goal is streamlined end-user 
support and an overall strategic posture that emphasizes migration to the cloud.  
 
Service Locations Requiring Management   
 
There are 10 networks across the City serving approximately 100 desktops.  
 
It is important to note that the Rye Police Department has distinct and separate IT support 
needs that result from New York State mandates related to criminal procedure and 
discovery laws.  

https://www.ryeny.gov/
https://www.ryeny.gov/services/documents-online/-folder-27
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The majority of current IT support requests from City employees are Level 1 requests – 
requiring basic to intermediate customer support.   
 
The locations are as follows: 
 
I. Rye City Hall  
II. Rye Police Department  
III. Rye Recreation Department  
IV. Rye Recreation Department (2nd location)  
V. Rye Boat Basin  
VI. Rye Fire Department  
VII. Rye Fire Department (Milton) 
VIII. Rye Golf Club  
IX. Rye Department of Public Works  

 
Confidentiality Statement  
 

All information included in this RFQ is considered confidential and intended only 
for use by responders. No information included in this document, or in discussions 
related to the City’s MSP selection effort, may be disclosed to another party or used for 
any other purpose without the express written consent of the City. 
 
Desired Services  
 
The following services are in place today, with support from several different providers. 
The goal is to streamline and consolidate how these services are provided for the City of 
Rye today. 

1.       Account Management – The MSP must offer an internal escalation process in 
tandem with the City to ensure the ability to have multiple points of contact 
available if needed depending on the items or issue encountered.  

2.       Reporting – The MSP must provide relevant reporting not only based on their 
performance from a help desk perspective but also regarding system health, 
uptime and assist in keeping an accurate hardware inventory to inform 
ongoing planning of maintenance, warranties and refresh schedules. The 
report should include a summary of support calls and tickets.  

 
3.   Quarterly business reviews are to be held to track progress with the strategic 

plan and make any necessary adjustments inclusive of budgetary 
considerations. 
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4.       Technology Strategic Planning – The MSP will work with designated City 
staff to develop a long-term strategic technology plan that enables the 
organization to fulfill its operational IT objectives (including cloud migration) 
and its mission to the community. 

5.   Help Desk Support - The MSP should offer responsive support services 
during normal business hours, with the ability to respond during the hours in 
the event of an emergency.  

6.   On-Site Support –The MSP will provide an onsite as necessary to facilitate 
various projects. The MSP should have the ability to deploy additional onsite 
resources as needed to assist with issues or projects that require additional 
onsite support.  

7.       Server, Network, End User Device System Management and Monitoring – 
The MSP must provide proactive management and monitoring of the City’s 
server, network, and end user systems with proactive communication, 
response and escalation protocols based on the severity of any unscheduled 
outages.  

8.       Backup and Recovery – The MSP must execute a daily backup plan for the 
critical data, including a regularly-tested recovery process. The backup plan 
must include an offsite component that is deemed to be ransomware resilient.  

9.   Business Continuity and Disaster Recovery – The MSP must be able to 
support City's ability to recover based on the Recovery Time Objective (RTO) 
and Recovery Point Objective (RPO) agreed upon by organizational 
constituents. The MSP will provide at a minimum, one annual disaster 
recovery test with the City.  

10.       Remote Access Management –The MSP must provide assistance in the 
management of secure remote access.   

11.       Asset Inventory Management – The MSP must maintain a hardware and asset 
inventory that includes Desktops, Laptops, Servers, Printers/Scanners and Fax 
Machines, The MSP will assist in tracking warranty status and asset age to 
facilitate the yearly asset retirement and replacement process.  

 
12.       Malware and Virus Protection – The MSP must actively deploy and monitor a 

solution or series of solutions to manage the threat of malware or viruses. The 
MSP should provide options for both traditional anti-virus and a more robust 
Endpoint Detection and Response platform such as SentinelOne, Carbon 
Black, Crowdstrike, etc. 
 

13.       End-User Security Awareness Training – The MSP must offer platform-based 
Security Awareness Training to teach City staff and employees about current 
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threats, terms, standards and compliance to help them avoid a security 
incident. The platform should also have the ability to facilitate phishing 
exercises on a monthly basis. 
 

14.       Security Systems Monitoring – The MSP must provide proactive monitoring 
and management of City’s security systems, including firewalls, intrusion 
prevention system, secure remote access and any implementations of 
advanced security solutions the City may utilize. 

15.       Procurement Management – The MSP may be asked to assist with the 
selection of server or network related equipment and software.  

16.       Network and System Documentation – The MSP must develop and maintain 
network and system documentation. A copy of the documentation is to be 
provided separately to the VOO for continuity purposes.  

City of Rye Contact:  
 
The following individual will be the point of contact on behalf of the City: 
 
Brian Shea, Assistant City Manager 
bshea@ryeny.gov 
(914) 967-7086 

Response Requirements  
 
Selection of a firm for contract will be at the sole discretion of the City.  
Responses should be comprehensive and detailed to provide the following:  
 

• Overview of your firm  
• Statement of qualifications, including qualifications of the firm (relevant 

experience with governmental entities in the Tri-State area, program management, 
etc.)  

• Explanation of firm’s potential use of subcontractors for specific tasks  
• Relevant case studies that demonstrate firm’s ability – including municipal clients 

and successful cloud migration efforts 
• Firm’s typical cost structure for Managed Services  
• Pricing Model for the services outlined in this RFQ.   

Insurances  
 
Vendor must provide the City of Rye with a copy of a Certificate of Professional 
Liability Insurance prior to commencement of the work. The General Liability Insurance 

mailto:bshea@ryeny.gov
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minimum will be one million dollars ($1,000,000.00) with the City of Rye named as 
additional insured. The vendor acknowledges that he/she is an independent Contractor 
and shall indemnify, protect and save harmless the City of Rye, its agents and employees 
from any and all damages, liabilities and claims of whatsoever nature arising out of the 
furnishing by the vendor, its agents or employees of the materials and/or performing of 
the services covered by this RFQ. The vendor remains responsible for maintaining the 
required insurance even if the certificates are never exchanged and/or requested.  

Submission of Qualifications 
 
THE CITY OF RYE RETAINS THE RIGHT TO REJECT ANY AND ALL 
SUBMITTALS WITH OR WITHOUT CAUSE.  THE CITY OF RYE RESERVES THE 
RIGHT TO CONSIDER AND RELY UPON FACTORS OTHER THAN PRICING IN 
ITS SELECTION PROCESS. ANY COST INCURRED BY THE FIRM IN 
PREPARING OR SUBMITTING A REQUEST FOR QUALIFICATIONS SHALL BE 
THE RESPONDENTS’ SOLE RESPONSIBILITY. ANY INFORMATION 
CONTAINED IN A REQUEST FOR QUALIFICATIONS IS CONSIDERED PUBLIC 
INFORMATION ONCE IT IS SUBMITTED. 
 
I, the undersigned, understand and agree to all of the foregoing information. 
 
     Signed:  ________________________ 

     Company: ________________________ 

     Date:  ________________________ 
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